Recent works have explained the principle of using ultrasonic transmissions to jam nearby microphones. These signals are inaudible to nearby users, but leverage "hardware nonlinearity" to induce a jamming signal inside microphones that disrupts voice recordings. This has great implications on audio privacy protection.
INTRODUCTION
Despite the initial excitement around voice-based smart devices for the home and office, consumers are becoming increasingly nervous with the fact that these smart devices are, by default, always listening, recording, and possibly saving sensitive personal information they hear [9, 35, 38, 49] . Take home digital assistants as an example. From the outside, they appear to only respond to designated wake-up words (e.g."Alexa" and "Hey Google"). However, their implementation requires them to listen continuously to detect these wake-up words. It has been shown that these devices can monitor and record all voices, sounds and conversations in real time, either maliciously [50] , by misconfiguration [9] , or after compromise by attackers [46] . Leaked audio data can be processed to extract confidential information [26, 27, 50] , track user activity [21] , count speakers [51] , or even extract handwriting content [52] . These negative implications on users' security and privacy are significant and unacceptable.
Clearly, it is important to build tools that can protect users against the potential compromise or misuse of microphones in the age of voice-enabled smart-devices. Recent work along this line [42] shows that ultrasonic microphone jammers can emit an ultrasonic wave that prevents commodity microphones from recording human speech. While these ultrasonic signals are imperceptible to human ears, they leak into the audible spectrum after being captured by commodity microphones, producing a jamming signal inside the microphone circuit to disrupt voice recordings. The leakage is caused by an inherent, nonlinear property of microphone hardware. Not only have researchers built low-cost prototypes using off-the-shelf ultrasonic speakers [42] , but also ultrasonic jammers are currently even commercially available to the public.
In this work, we seek a deeper understanding of this approach by studying the effectiveness of ultrasonic microphone jammers under practical scenarios. Current studies [42, 43, 54] focus on disabling a known microphone device by pointing the jammer at it. In contrast, our work considers broader and more complex everyday scenarios. We explore (1) jamming both visible and hidden microphones in an area, (2) strategies to minimize blind spots in coverage of current ultrasonic devices, and (3) jamming under realistic scenarios where either the human speaker or the microphones are moving.
Our work is organized into three phases. First, we experiment with two of today's ultrasonic jammer platforms, including a commercial product (Figure 1(b) ) and a prototype suggested by a recent research paper [42] (Figure 1(c) ). We test both jammers, and find that they offer only directional jamming with limited angular coverage and produce blind spots within the covered directions. This is caused by the inherent directionality of commodity ultrasonic transducers and the use of transducer arrays. Since the "speakers" used in these devices operate beyond the audible range, they are denoted with "ultrasonic transducer, " and we will refer to these simply as "transducers. "
In the second phase, we expand angular coverage by placing multiple transducers on a wearable bracelet, which simultaneously emits ultrasound in many directions. Thus the bracelet jammer mimics an omni-directional jammer using inherently directional off-the-shelf ultrasonic transducers. More importantly, as the wearable jammer moves with the wearer, normal motion by the user effectively increases coverage and dramatically reduces coverage blind spots (the fundamental problem facing any speaker array). We implemented our design into a self-contained, wearable, jamming bracelet that we depict in Figure 1 (a) and later in Figure 12 .
Finally, we study the effectiveness of this new wearable ultrasonic jammer in natural settings that have not been considered by prior work, including scenarios with multiple microphone devices, hidden (or covered) microphone devices, multiple users engaged in conversations, and even users in motion while talking. We use these experiments to validate the effectiveness of the our jammer design, and to identify its limitations and areas for improvement.
Our Contributions.
• Understanding and expanding the angular coverage of ultrasonic microphone jammers.
• Increasing jamming coverage through the design of a wearable jammer, which in addition leverages the user's gestures to further reduce blind spots.
• Systematic evaluation in life-like scenarios to validate effectiveness and identify practical limitations of ultrasonic jammers. Fig. 1 . We demonstrate that ultrasound jammers can be more effective if made wearable (a), instead of the current approach, which is to use stationary emitters (b,c). Our prototype is a bracelet that jams surrounding microphones using ultrasound, leveraging the known effect of the microphone's non linearity [42, 43, 54] . We designed and validated the effectiveness of this wearable jamming bracelet in comparison to an (b) existing commercial and (c) state of the art ultrasound jammers. We found that our approach offers omni-directional jamming, increases coverage, removes undesired blind spots, and requires less power than commercial jammers.
BACKGROUND AND RELATED WORK
As background, we describe the underlying principle behind ultrasonic microphone jammers and summarize prior work in this area. We also briefly discuss prior work that leverages ultrasonic signals for both sensing and communication to contextualize the usage of ultrasound in HCI.
Principles of "Silent" Microphone Jamming using Ultrasonic Signals
Recent work demonstrated the feasibility of using ultrasonic transducers to disable nearby microphones. Such jamming is "silent" since ultrasound is inaudible 1 to most humans. Such jamming is possible because ultrasonic signals, after being captured by commodity microphones (MEMS microphones), leak into the audible spectrum and produce a jamming signal inside the microphone circuit. This leakage is caused by hardware non-linearity, an inherent property of commodity microphone devices [16] . This leakage adds so much audible noise on the microphone circuitry that it effectively renders voice recordings unusable.
Non-linearity in Microphone Hardware. Linearity in microphones refers to its ability to generate an electrical output proportional to the amplitude of the sound input. While electronic components such as amplifiers are carefully designed to be linear over as wide a frequency range as possible, linear recording devices do not exist in practice. Any device, such as a microphone, exhibits non-linearity in some frequency bands. This non-linearity in microphones was originally discovered by musicians and leveraged for sound synthesis [33] . Only more recently has it generated serious impact on the mobile and security communities, given the pervasiveness of microphones in digital voice assistants and smartphones [42, 43, 46, 54] . A commodity microphone consists of four components: a transducer, an amplifier, a low-pass filter, and an analog-to-digital converter (ADC). The low-pass filter has a cut-off frequency of 20KHz (human audible range is [20Hz,20kHz]) to support the ADC. One can represent the microphone input signal S in and output signal S out as follows:
where the 2nd term A 2 S 2 in and the subsequent terms reflect the non-linear behavior of the microphone hardware. The process of ultrasonic jamming is simple: the signal generator produces a carefully crafted jamming signal in the ultrasonic band, passes it to the amplifier and then to the ultrasonic transducer. When captured by nearby microphones, the jamming signal leaks into the audible band, and distorts any recordings, particularly those of human voices. Figure 2 shows example traces of the source ultrasonic jamming signal (as amplitude modulated white noise) and as it is captured by the microphone both without and with the presence of human speech. We see that ultrasonic signals (centered around 25kHz) produce microphone recordings that cover up signals of human speech.
Related Work
Leveraging Microphone Non-linearity. Recently, researchers have leveraged microphone non-linearity as a potential tool for setting up hidden communication channels, disabling microphones, or as an adversarial avenue for injecting hidden voice commands.
A series of projects leveraged this property to attack digital voice assistants [43, 46, 54] . Here, an adversary can play (arbitrary) voice commands modulated in the ultrasonic range and leverage the non-linearity of microphones in home digital assistants (e.g. Amazon echo) to force the target device to decode them as normal voice commands. Since the original ultrasonic command is inaudible, the attacker can successfully issue commands without being detected (i.e., heard) by nearby users.
Recent work by Nirupam et. al. [42] leverages non-linearity to build inaudible communication among devices and to jam microphones. The Backdoor device utilizes a jamming signal based on either amplitude modulation (AM) or frequency modulation (FM). Backdoor is tested in a limited set of experiments, (e.g. the jammer pointing to a single microphone) to validate the design. In parallel, there are already commercial products that use ultrasonics for microphone jamming, although all of them are bulky (0.38kg-5kg) and pricey ($799-$6900) [3] [4] [5] 15] .
Our work is inspired by these existing works on microphone non-linearity, particularly Backdoor [42] . However, we dive deeper into this line of research, to examine the effectiveness of ultrasonic microphone jammers under practical scenarios, with the goal of disabling both visible and hidden microphones in the user's surroundings. Fig. 3 . Our evaluation scenario where we vary α, the angular separation between the jammer and the microphone device. Ultrasonic Signals for Device Interactions. Researchers in the HCI community have used signals in ultrasonic bands [20, 37] and near-ultrasonic bands (e.g. 18.8kHz) [25, 31] to enable interaction with/among devices. As an example, Gupta et al., utilize Doppler shifts in emitted ultrasound to enable a laptop to perform simple gesture tracking [31] . A variety of smartphone apps use ultrasonic signals as beacons to perform device localization and tracking [8, 19, 29] , again based on their leakage to the audible band.
EVALUATION OF EXISTING ULTRASONIC JAMMERS
We begin our work by evaluating current designs for ultrasonic jamming devices: (1) a commercial jammer purchased from Amazon.com (i4 Technology, $750), and (2) the Backdoor 3x3 jammer that we built using off-theshelf ultrasonic transducers following 2 recent work by Nirupam et al. [42, 43] . For both devices, we evaluate the jammer's signal coverage ( §3.1) and its effectiveness in disrupting microphone recordings ( §3.2).
Jammers.
(1) The i4 jammer 3 is shown in Figure 1 (b), and consists of a row of five ultrasonic transducers on the side and two more on the top. These transducers operate at the very low end of ultrasonic frequency (24KHz), and unfortunately even produce disturbing audible sounds due to signal leakage in the transducer. This device weighs 380 grams and consumes 4.2W of power. (2) The Backdoor 3x3 jammer, which is depicted in Figure 1 (c), is an array of nine ultrasonic transducers. These transducers operate at 25kHz (±1Hz) and the sound output is completely inaudible. This is not a stand-alone device and its power supply and circuitry are not integrated.
Experimental Setup. Our evaluation considers a typical scenario in which the ultrasonic jammer is used to jam microphones in the room. As shown in Figure 3 , we placed the jammer on the table and distributed smartphones (serving as microphones) some distance away. We performed experiments in four rooms of varying sizes and furniture arrangements. We found our measurements to be consistent across all rooms, thus we present aggregated results.
Jamming Coverage and Blind Spots
Instead of just evaluating the known-effect that distance has on jamming 4 , we focus on the angular coverage of the ultrasonic jammer. Since jammers seek to disrupt microphones in the surrounding area, angular coverage is a key performance metric; decreasing blind spots is crucial for effective jamming. Our evaluation used both real-world signal measurements using a sound level meter at coarse-grained locations, and simulated signal emission maps at fine-grained locations.
Real-world Measurement. We placed a HT-80A sound level meter (which includes a well-calibrated microphone) 1m away from the jammer. We moved the sound level meter around the jammer (a 1m radius) to vary the angular separation between them. Figure 4 shows the measurement results of the i4 and Backdoor 3x3 jammers in the absence of any human speech. We present the measured meter power at different degrees of angular separation (α = 0 • to 180 • ), normalized by that of (α = 0 • ). For the Backdoor 3x3 jammer, we also show result for a single ultrasonic transducer. We made two key observations. First, both jammers have very limited angular coverage. As shown, moving away from a perfect alignment (α = 0 • ) results in a drop of the jamming signal strength by 25 to 30dB. This implies that in order to disrupt microphones in the surrounding area a user either points directly at the microphones (which is not possible if these are hidden) or each jamming device must raise its transducer's power level by at least 25 to 30dB. Otherwise several jammers are necessary to fully cover potential microphones at different angular positions relative to the user. This lack of angular coverage is caused by the inherent directionality of commodity ultrasonic transducer, as shown in Figure 4 (b).
Second, jamming signal power for both jammers shows heavy local fluctuations at different jamming angles. Even within the angular sector of [0 • ,40 • ], a subtle angle change of 2 • leads to 5-10dB change in jamming power level. This uneven distribution is a fundamental problem facing transducer arrays, often referred to as the blind spot problem [36] . Mutual coupling of signals emitted by different transducers creates unevenness in the jammer's emission pattern, leading to undesired blind spots at certain angular directions.
Mapping Jamming Power using Propagation Models (Simulation). To further illustrate the above two artifacts, we followed the ultrasonic signal propagation model [6] to generate an ultrasonic signal map for both jammers. Our simulation used the single transducer's emission pattern, provided by the manufacturer of the ultrasonic transducer, which we used to replicate the Backdoor jammer. We utilize the same emission pattern to simulate the behavior of the i4 jammer (since the manufacturer does not provide any information regarding their transducers). We marked the jammer location as (0m, 0m) pointing at (0m, 1m). While the jammer emits white noise signals of 1KHz on the 25KHz band, we computed the signal power received at each location on the 1m×1m area, normalized by received power at (0m, 0m).
The results plotted in Figure 5 show the relative jamming power for the 3×3 jammer. For visual clarity, we omitted the i4 jammer results as they are very similar. As shown, our simulation confirmed the limited angular coverage (shown as a blue triangle in the bottom right) and the directions of the blind spots (shown as two blue stripes in the top left). These simulations are in line with our earlier observations. Note that we also compared our model-generated signal power values to measured power values in Figure 4 , which we found to be consistent.
Speech Recognition under Jamming
For an end-to-end evaluation of jamming effectiveness, we measured the ability of jammed microphones to record human speech for recognition and content extraction. We tested the two jammers using built-in microphones of three different smartphones: iPhone X (2018), Xiaomi Mi 6 (2017), and iPhone SE (2016). We used the same experimental setup as shown in Figure 3 .
In each experiment, we used a high-quality bluetooth speaker as a proxy 5 of a human speaker by playing pre-recorded human speech at a standard sound level of human conversation (55-60dBA measured at 1m away according to [39] ). This setup avoided inconsistency caused by potential participants and ensured a fair evaluation of the jammers. The pre-recorded speech used in our experiments was taken from the LibriSpeech dataset [2] , which is commonly used by speech recognition researchers, and includes randomly selected 1000 sentences of clean human speech.
We used two metrics to evaluate the jamming effectiveness. First, for each test, we recorded audio on the target smartphone under active jamming, and used the recordings to compute the Perceptual Evaluation of Speech Quality (PESQ) [22] , which is an objective voice quality metric. The PESQ ranges between -0.5 and 4.5, where lower scores mean lower voice quality. Second, we fed our recordings into five popular speech recognition systems, CMUSphinx [13] [41] . The last two systems are particularly known for their robustness against noisy speech signals. We picked the best speech recognition results of these systems, and recorded its Word Error Rate (WER), the common performance metric on speech recognition. As a baseline, we note that WER without jamming is around 30% for the smartphones.
Effectiveness of Omni-directional Jamming. For the i4 jammer, Figure 6 depicts the WER and PESQ results as a function of the angular separation α, for each of the phones tested. When pointing the microphone device (smartphone) directly (α = 0 • ) at the jammer we observed a WER of almost 100%. But when angular separation α exceeded 50 • , we observed a significant drop in WER from 100% down to 30-40%, indicating that the jammer was no longer effective. PESQ also increased from 1 to beyond 1.5, following the same trend (again, a larger PESQ means better voice quality).
Furthermore, the two iPhone models also showed large local fluctuations between 20 • and 30 • , indicating the existence of blind spots. The effect was observed to a lesser extent on the Mi phone because its microphone is more sensitive to jamming (i.e. by having a higher degree of non-linearity). In the interest of visual clarity and brevity, since the results of the backdoor 3×3 jammer led to similar observations, we omitted these. In this paper, we consider a broader and more practical scenario where the goal is to simultaneously jam and disrupt all microphones in an area around the user. For this purpose, we explore the design of a wearable ultrasonic jammer, which not only allows effective omni-directional jamming, but also enables our solution to be highly portable, i.e. the jammer follows the human speaker it is designed to protect.
In the following, we describe key design elements of our wearable jammer, and describe how they overcome limited angular coverage and blind spot issues faced by existing jammers ( §4.1). We perform detailed benchmarks ( §4.2), and describe our current prototype as a self-contained bracelet ( §4.3).
Key Design Elements
Omni-directional Jamming via Circular Array. In theory, omni-directional signal emission can be achieved using a circular array of ultrasonic transducers, which emit signals simultaneously in many directions. In practice, the (angular) coverage of the jammer depends heavily on the number of independent signal sources used to drive these ultrasonic transducers.
If the circular array can provide an independent input source for each ultrasonic transducer, the simulated power map of the jammer will display a uniform angular coverage, as in Figure 7 (a). But this is impractical for wearable devices, since each input source is a high-resolution digital audio player, and no more than 2 can fit on a form factor consistent with a single wearable device.
When the array of transducers is driven by a smaller number of input sources, interactions between transducers will again produce blind spots (or blind angular directions), just like those produced by rectangular arrays in the existing jammers. Figures 7(b) and 7(c) plot the simulated power map where our circular array jammer has one or two input sources. While the jammer radiates signals from all directions, we can observe multiple strips of locations where the jamming signal is 10dB lower than nearby locations.
We note that for the above simulations, the jammer is placed at (0,0) (as in Figure 3 ) but 10cm taller since it is now on the user's wrist (rather than the table). As such, the signal is weak at locations within 5cm to the jammer due to the lack of vertical coverage. This can be addressed in practice by adding more transducers along the vertical direction.
Removing Blind Spots via User Movement and Gestures. A significant benefit to embedding the jammer as a wearable device is that we can mitigate the blind spot problem by leveraging natural user movement, e.g. making a gesture or walking back and forth. As the wearable jammer moves with the user (her wrist), its instantaneous signal emission map also changes. Such natural signal fluctuations mimic the fading effect in radio transmissions, creating instantaneous signal peaks and valleys 6 . These frequent signal peaks, although short in time, can effectively disrupt the recording of individual words by a nearby microphone. We test the impact of movement on jamming efficacy through an experiment. Using a jammer with 24 transducers, we carefully place a microphone in its blind spot. We then test the ability of the microphone to pick up and decode pre-recorded human speech from the LibriSpeech dataset [2] in 3 scenarios: normal recording (no jamming), static jammer (user staying completely still), and jammer with movement (user with small gestures). Decoded results in Figure 8 show that a microphone in a jammer's blind spot can decode human speech near perfectly, but even small gestures are enough to make the majority (10 out of 12) of words in the test unrecognizable. The two unaffected words were short, monosyllabic words that recorded before jammer gestures started disrupting the signal.
With this in mind, Figure 9 plots the computed signal power map of the wearable jammer with natural human movements (random rotation by up to 45 • ), but with only a single input source. Since the instantaneous jamming signal fluctuates significantly, we show the map averaged over a window of 0.4s (average duration of a human spoken word [1]). The resulting map closely approximates the signal map of the (oracle) case where each transducer has its own input source (shown in Figure 7) .
Colocation with the Human Speaker. A wearable jammer is always co-located with the human speaker it seeks to protect. This not only increases coverage (since the jammer moves with the user), but the short distance between the jammer and the speaker's vocal cords also prevents the use of beamforming microphone arrays to separate the signals of the human speaker and the jammer [18] .
Validation via Benchmarking Experiments
Next, we use detailed benchmark experiments to evaluate our wearable jammer design. Again we consider the scenario in Figure 3 , but replace the jammer with our wearable prototype (placed on the human speaker's wrist, 10cm above the table). We examine both signal power distribution and speech recognition accuracy. Angular Coverage of Wearable Jammer. We first look at the angular coverage of our wearable jammer. As in Figure 3 , we measure signal power when the sound meter is 1m away from the jammer, but with different angular separation α to the jammer/human speaker. Figure 10 shows the measured signal power (normalized by the highest power seen across α = 0 • and 180 • ), for cases where the jammer is completely static and moving with the wearer. Clearly, the jammer's movement helps to smooth the signal power across α, effectively removing blind spots to offer omni-directional jamming.
Speech Recognition Accuracy. We also validate the benefits of natural jammer movement. In each experiment, while keeping the jammer static, we identify a blind spot (1m away from the jammer) and place a microphone device there. We ask our volunteer to make one of the three popular gestures (point, wave, rotate) as suggested by [10] , and run the experiment for 30 sentences per gesture per round. To minimize inconsistency in human speech, we again use the bluetooth speaker to replay the same human speech audio clip. Figure 11 shows the WER for three volunteers. We can see that naturally occurring hand gestures greatly increase jamming effectiveness and remove blind spots. The resulting WER increases to 70-92%.
Prototype
We choose to design the wearable jammer as a bracelet that can be easily activated [17, 28, 40, 48, 53] whenever the user decides to engage in a private conversation. We now provide all the necessary technical details to implement our prototypes. To assist readers in replicating our prototypes, we provide all microcontroller code, signal parameters, circuits, and 3D files 7 .
Our initial version, which is depicted in 12(a), of our prototype bracelet is made from a simple 3D printed ring that holds an array of 12 ultrasonic transducers (NU25C16T-1, 25kHz) evenly spread in its perimeter. These transducers all connect to a single ultrasonic signal generator and an audio amplifier (PAM8403), which both sat outside the bracelet. For simplicity in our initial version, we used a Galaxy S7 edge smartphone as the signal generator, which is capable of playing up to 192Khz through the line-out port. We configure the signal generator to produce amplitude modulated white noise centered on 25kHz (±1 Khz). We configured the audio amplifier such that all the ultrasonic transducers operate at their maximum power level. In all our experiments, we used two of these bracelets stacked together (totalling 24 transducers), allowing us to get a sense for the upper bound of the design. As our experiments confirmed that making a jammer wearable does improve its effectiveness (e.g., it reduces blind spots), we engineered an improved and stand-alone version.
(a) Our initial prototype of the jamming bracelet; in this prototype the signal generator, amplifier, and power supply sat outside the device (not shown).
(b) Our final prototype is a self contained wearable device (battery, signal generator, microcontroller, touch button, LED status, and amplifier are all integrated). Our improved prototype, which is depicted in Figure 12(b) , is a self contained wearable device comprised of the following components: a 3D printed shell, 12 ultrasound transducers (same as the above), a small low-powered signal generator (AD9833, up to 12.5MHz with 0.004Hz programmable steps), a ATMEGA32U4 microprocessor, an LED status, a touch button, and a small rechargeable LiPo battery (105mA, which is 26 times smaller than an iPhoneX's battery). The microprocessor controls the signal generator via Serial Peripheral Interface (SPI).
We measured energy consumption of our prototype bracelet. It consumes about 148mW when jamming (which is 28 times less energy than the i4 jammer). To put this into perspective, our jammer uses roughly 15% the energy consumed by the internal WiFi module of a typical smartphone [24, 47] . Our resulting device (including its battery) weighs 91 grams.
Current Limitations. While we believe our prototypes are a step towards wearable jammers, they have limitations. First, like all current ultrasonic jamming techniques, the user cannot selectively jam devices: i.e., a user cannot choose to avoid jamming their own smartphone while the signal is on. On this limitation, our approach does provide much more control than existing stationary jammers, because the user does not have to walk all the way to the jammer to disable it and can do so by simply touching the bracelet. Furthermore, in Section 6 we present some initial steps to further include selective jamming. Second, due to hardware limitations, the current prototype is larger than a typical bracelet and has limited vertical coverage. However, we believe that switching to newly developed ultrasonic transducers -like [7] (which are 1.4 mm in diameter) -enables the construction of a slim, stylish version of our wearable jammer. Despite these shortcomings, we believe this prototype offers a great blueprint towards a low-cost and ubiquitous microphone jammer. (c) Participant walks back and forth in front of microphones. Fig. 13 . User study setup we designed to investigate our jammer in more complex situations that a user might face at home, these include: walking around the room, interacting with other users, etc.
VALIDATION IN REALISTIC SCENARIOS
In this section, we test the wearable jammer bracelet using four scenarios designed to capture realistic situations that one might face at home or at work, these are depicted in Figure 13 .
Experimental Procedure. We used a within-subjects design with 2 interface conditions (with our jamming bracelet or without) and 5 tasks.
Setup. Participants were asked to wear our jamming bracelet (our initial laser-cut prototype, featuring 2x12 transducers) on their dominant arm. We left the participants in the experimental room for 80 minutes (as in Figure 13 (a)), and they could do whatever normal daily activities they wanted to, either sitting at or walking around the table, as long as they completed the "tasks" we planned for them (see below). Participants later reported activities such as looking at their phones, reading books, etc. We also asked them to not speak, so we could again use our bluetooth speaker playing pre-recorded speech as our consistent proxy for a human voice. Around the conference table, at a distance between 0.8m and 1m, we placed 4 different smartphones (Samsung Galaxy S9, Xiaomi Mi 6, iPhone SE, and Nexus 6), which we used to record the resulting jammed speech that was later used to perform speech recognition.
Tasks. We asked participants to perform 5 tasks during their experimental time: (1) sit on a chair at the table with a bluetooth speaker positioned in front of them (see Figure 13 (a)); (2) same activity, but with the bluetooth speaker positioned away from the participant to mimic another voice in the room; (3) work with another participant, where one was tasked as the "speaker" while the other was a "listener" (see Figure 13 (b)); (4) same as before but with the participants flipping their roles as speaker and listener; and finally, (5) walk back and forth in front of the table. Each task took 10 minutes.
Participants We recruited six participants from our local institution for these experiments (aged 20-30 years old).
Jamming Visible Microphones
We now detail the results for all tasks in which the microphones were placed visibly on the table (as depicted in Figure 13 ). These placements are resemblant of how home-assistant devices are placed in a user's living room. Participant sitting down. We compare the speech recognition results when the participant is with and without the jammer bracelet. Results are quite consistent across participants, so we aggregate speech recognition results for all participants, shown in Figure 14 (a). Clearly, jamming was effective for different smartphones positioned at different locations. Baseline WER was 30% without our bracelets, and ranged between 75% and 100% when the participant wore the bracelet. The PESQ results are consistent and thus omitted for brevity. To see whether 75% WER is sufficient to jam voice recordings, we look at the recognized words. Table 1 shows four examples of the recognized sentence in different WER cases. At a WER of 30%, there was some loss and mis-recognition. But at a WER of 75%, the recognition results had almost no overlap with the original sentence. Further, we found that in higher WER cases, what few words were actually recognized were not at all useful for understanding. For example, in WER of 99% cases, we can only recognize words of "and," "do," "sure," "his," "show, " "this, " "make, " "to, " "of, " "for, " "the, " "think, " "is, " "he"].
Participant Walking Around. We asked participants to randomly walk near the table (distance within 0.8 m), while holding the bluetooth speaker near their mouth in one hand, as shown in Figure 13 (c). Participants were asked to walk in a mix of styles, such as fast, slow, and at their own pace. Each round takes 1 minute of walking. Figure 14(a) shows the speech recognition results. In all cases, WER with jamming is high (>70%). We observe no significant difference in speech recognition performance when walking at different speeds.
Multi-participant Scenario. We consider a two-person scenario, to see if another jammer-equipped person in the same room can help improve the jamming effect. We asked volunteers to work in pairs. For each round of the experiment, a pair of volunteers will sit in the room and do whatever they want. One will be the "speaker, " i.e. we place the bluetooth speaker in front of them, and then we evaluate jamming effects where: 1) only the speaker wears the bracelet; 2) only the listener wears the bracelet; 3) both participants wear the bracelet. Figure 14(b) shows the results. We see that if both of them wear the bracelets, the jamming performance is the best -the WER can reach more than 90% for all 4 microphones (smartphones). With an extra jammer, received jamming power increases and boosts WER. When only one bracelet is worn, there is little difference based on whether the jammer is worn by the speaker or the other participant; both are able to disrupt the voice recording/recognition.
Jamming Hidden Microphones
Next, we consider the task of jamming microphones hidden nearby, e.g. a smartphone hidden inside a pocket or an attacker trying to stealthily record a conversation by covering up a microphone.
Sentence Transcript
Clean case of WER 30% Jamming case of WER 75% List of a father we see counsel.
He began a confused complaint against the wizard, who had vanished behind the curtain on the left.
You begin to confused complaint against the wizard would vanished behind the curtain on the left.
Get confused complete to get to the wizards. hidden microphone under t-shirt Fig. 15 . Experimental setup we designed to investigate how our jammer disrupts hidden microphones. Here, we depict one of the cases we explore, to hide a microphone under a T-shirt (but we also explored covering them up with boxes, etc). To understand how different kinds of blockages can affect jamming performance, we put different blockage materials on the microphone (shown in Figure 15 ). We then record the human voice audios with and without jamming turned on. From our results in Figure 16 , we see that zip bags, tissues, and T-shirts have little impact on jamming performance. Although the jamming effect drops when blocked by A4 paper, WER is still over 60%. When the microphone is covered by a plastic case or paper box, jamming performance drops considerably, but the WER for clean audio also increases. In other words, blocking our jammer signal also blocks normal audio. In general, most thin blockage materials have little impact on jamming performance while thick blockage materials will decrease the jamming performance. However, thick blockage materials will also decrease the quality of the audio recording.
6 DISCUSSION 6.1 Non-linearities of Microphone Hardware: Transient or Permanent?
One may question whether the non-linearity of today's MEMS microphone hardware is just a transient artifact of today's devices, and whether it will disappear with improvement to microphone hardware. We believe nonlinearity is likely permanent for the foreseeable future, because MEMS microphones for smartphones and voice-interface IoT devices are designed for low-cost and small form-factors [23, 34, 45] . Device manufacturers have little incentive to use materials with stronger linearity properties, given the associated increases in cost and device size. Our experiments on multiple smartphone devices released over the last 5 years show that non-linearity has not decreased.
Ethics, Safety and Unintentional Jamming
Building mobile systems with ultrasonic signals requires an implicit assumption that ultrasonic signals are harmless to surrounding users and their devices. This assumption does not always hold. There was even speculation that high powered ultrasonic subharmonics have been weaponized to produce undetectable discomfort to human targets [30] , though the effects were later identified as being caused by the Indies short-tailed cricket [32] . Here we discuss some considerations for ethics and safety and possible risks of unintentional jamming.
Risks and Experimental Precautions. Our proposed system uses ultrasonic frequencies in the 25kHz range, while the upper limit frequency that the human ear can hear is between 15 and 20kHz. The U.S. Occupational Safety and Health Administration (OSHA) warns that audible subharmonics can be harmful at intense sound pressures of 105 decibels or above [44] .
To examine the safety of our jammer device, we also measured the sound pressure level (SPL) of our prototype bracelets using decibel meters. Our prototype bracelets showed a maximum sound pressure of <100dB when measured directly at the transducer, which quickly attenuates down to 73dB when 25cm away.
During our experiments, coauthors conducted tests with multiple bracelets (24 transmitting transducers), for hours at a time, and reported no pain or discomfort. All experiments were designed to keep jammers at least 30cm away from human users' ears. Unintentional Jamming. It is possible that our jammer could accidentally jam legitimate microphones in nearby IoT devices, including hearing aids or personal emergency response devices. This is of course non-ideal. But given that our blocking range is limited, we believe it would be easy for a user to detect an unintentionally jammed person or device and turn off jamming as appropriate. More work is necessary to understand the impact of ultrasonic signals on these devices and to design workarounds.
Finally, we consider a scenario in which a user is trying to have a private phone conversation with the jammer turned on. Users would like to avoid inadvertently jamming their own phone. We have conducted some initial tests, which show that, when a user speaks into her phone (held up to her face), she can effectively block the ultrasonic jamming signal by shielding her phone microphone and mouth with a hand. Here the user's hand selectively blocks the bracelet, but not her own mouth. As ongoing work, we are investigating device designs that would make it easier for the jammer to speak into her own phone.
CONCLUSIONS
This paper describes our efforts in designing and validating a wearable device that restores a user's sense of agency and control over their personal voice privacy. Users can tap the device on, and be confident that their conversations remain private from nearby microphones (both visible and hidden). As a disconnected device with no built-in microphone, our jammer provides a tamper-resistant tool users can trust. Our prototype is lightweight (91g), low-cost ($36 for a complete 24-transducer bracelet, including circuitry and battery), power-efficient (148mW), uses only commodity components, and can effectively jam a range of listening devices from digital assistants to smartphones.
There is certainly room for improvement in our current prototype. For instance, recent developments in transducer design might result in commercially available 1.4 mm diameter [7] transducers; these can dramatically reduce the bracelet size. This will open up new wearable form factors that go beyond our bracelet, such as badges, rings and so forth. In addition, further tuning of the ultrasonic signal will enable jamming over longer distances, while enabling selective exceptions to more easily allow the user to carry on a phone conversation.
